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The EU's Artificial Intelligence Act: for
the citizens, by the citizens?*
BY Tom Hartmann
As recent as the 21 of April of this year, the Commission published its first proposal for harmonised rules on Artificial Intelligence, also known as the 'Artificial IntelBY Tom Hartmann
ligence Act'.1 This AIA is the first of its kind to be introduced within the EU and brings broader possible
implications for the world of AI in its entirety. With a focus on the human rights of citizens of the EU,
st

the Artificial intelligence Act brings about strict measures in the areas of privacy, human dignity and
general integrity rules of the AI in question.2
As per usual, when the EU introduces regulations, they are addressed to the Member States and the
EU's institutions. This is equally the case in the AIA, with a particular issue, however. The rights inferred
upon by the AIA address the Member States but are meant for the end consumer of AI.3 In other words,
the end benefactor of the Regulation are the citizens of the Union themselves, whose human rights are
supposed to be protected in this Regulation. With this thought in mind, it is rather odd to see that the
Commission has not introduced a way for citizens to bring a complaint about possible infringements of
the Regulation and thereby the rights that are secured within it. Indeed, national authorities are appointed for the implementation and enforcement of the Regulation, however, when it comes to how
these authorities would secure such rights in practice, the Regulation is equally lacking an explanation.4
This raises a particular paradoxical situation, as citizens cannot bring complaints themselves, whilst
the authorities are currently unequipped by the Regulation to effectively enforce the human rights that
are supposedly being protected by the Regulation. Such a vague approach would work in the case of a
Directive, where it is up to the Member States to work out the exact enforcement of these rules in their
national legislation.5 However, in the case of a Regulation (which the AIA is) where interpretation and
implementation are limited, it is difficult to see how an effective solution can be found and it needs to be
addressed in the future when discussed during the legislative procedure.
The access to an effective judicial remedy is in, and of itself, a human right, both in the ECHR as
well as the Charter of Fundamental Rights of the EU.6 Therefore, it should also be considered when
thinking about how citizens would factually be able to make good use of the Regulation and protect their
human rights. It should not be up to the CJEU to ex-post decide how to grant access to citizens to enforce

* This article was erroneously published without references. The updated NetherLAW issue was republished on
11th June 2021.
1
Regulation of the European Parliament and of the Council Laying Down Harmonised Rules on Artificial Intelligence (Artificial Intelligence Act) and Amending Certain Union Legislative Acts, COM (2021) 206 final,
2021/0106 (COD).
2
Artificial Intelligence Act, Explanatory Memorandum para. 3.5, p.11.
3
Artificial Intelligence Act, Art. 2(1)b.
4
Artificial Intelligence Act, Art. 30-39.
5
P. Craig & G. de Burca, EU law: text, cases, and materials (Oxford University Press 2016), p.35-86.
6
See art. 6 ECHR, respectively art. 47 Charter of Fundamental Rights of the EU.
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their human rights,7 and especially in the fast-developing world of AI, it would serve the legislators of the
EU well to consider installing such a mechanism beforehand.
In its explanatory memorandum to this proposal, the Commission states that it wishes to prevent
the chilling effect that the fast developments of AI have on the opinions of the citizens of the EU on the
topic.8 By creating such safeguards, consumers of AI should be reassured that the systems and machines
which they use do not take advantage of them at the cost of their valuable human rights. In essence, people would learn to trust AI similarly to Isaac Asimov's thoughts when he created the famous Three Laws
of Robotics.9 The AIA should remain enforceable by the best existing regulatory system we have in the
EU: the citizens themselves. This will undoubtedly increase the trust in AI and the AIA and serve the
aforementioned intentions of the Commission in the best way. In essence, it would make the Regulation
not just 'for the citizens', but also be factually usable 'by the citizens'.

Automated Facial Recognition Technology in
Law Enforcement Sector: The Case of The
Right to The Protection of Personal Data
BY Kyrill Ryabtsev

Introduction
Technological advancement is undoubtedly shaping current legal system. Artificial Intelligence
(hereinafter ‘the AI’) has a considerable effect on both, its public and private BY
actors. The former are seeking to employ newly developed algorithms in order to strengthen effectiveness of existing laws and their
subsequent enforcement. The latter are more focused on the profit, hence, for instance, exploring how
AI increases production efficiency.
This article focuses on the technology called Automated Facial Recognition (hereinafter ‘the
AFR’). Being based on AI,1 it is used by the law enforcement agencies in, for instance, predictions of the
extent to which an individual is inclined to commit a specific crime, detecting wanted fugitives and
searching for people who were declared to be missing.2. Accordingly, being integrated in cameras around
the city, this technology analyses different features of individual’s face (e.g., eyes, mouth, specific region
of the face as a whole, etc.) to achieve specific goals set by law enforcement agents.3

Automated
Facial Recog-

nition Technology in Law
One indeed can easily see that this technology can bring tremendous benefits for the law enforcement authorities and enhance their ability to preserve public order. Nonetheless, it is equally apparent
Enforcement
Sector: The
Case of The
Right to The
As it had to do Case 222/84, Johnston, ECLI:EU:C:1986:206.
Artificial Intelligence Act, Considerations para. 28, p.24.
9
Asimov, Isaac (1950). “Runaround”. I, Robot (The Isaac Asimov Collection ed.). New York City: Doubleday. p. 40. ISBN
978-0-385-42304-5.
7
8

For more explanation of the AI employment in the AFR see: Sukhada Chokkadi and others, ‘A Study on various state of the
art of the Art Face Recognition System using Deep Learning Techniques’ (2019) 8 International Journal of Advanced Trends
in Computer Science and Engineering, 1590, 1595.
2
That is a non-exhaustive list; Patrick Doyle and others, ‘Law Enforcement Facial Recognition Use Case Catalogue’ (2019) Ijis
Insitute 7.
3
Bayo O Omoyiola, ‘Overview of Biometric and Facial Recognition Techniques’ (2018) 20 IOSR-JCE 2278, 2279.
1
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that the AFR has considerable drawbacks for the fundamental rights of the population.4 This is especially
so when it comes to the right to the protection of personal data.
AFR and Law Enforcement: Data Protection Concerns
Respect for fundamental rights lies at the very heart of the Rule of Law.5 The EU adopted the Charter which later acquired an equal status as the Treaties.6 Article 8 of the Charter enshrines the fundamental right to protection of personal data,7 which formed the legal basis for the adoption of another imperative data protection instrument: the GDPR.8
Due to its very nature, the AFR significantly threatens the right to the protection of personal data 9
as it involves face-scanning of every individual passing next to camera devoted for this purpose.10 Beforehand, the police creates a database containing face images of all suspects.11 The algorithm will analyse all
detected faces by comparing them with those in its database to identify a wanted person. In case of a
match between the scanned person with an image in the database, s/he is arrested by the police. Notably,
if the AFR is integrated in surveillance cameras throughout the city, it would allow the Police to track the
person’s exact location and how s/he is moving.12 Accordingly, such procedure might go against the
GDPR’s data protection regime.
It should be underlined that there is no per se prohibition for employing the AFR by law enforcement agencies in the EU.13 Firstly, the GDPR applies only to the processing of personal data of natural
persons. This is clearly the case as the AFR is analysing face images of individuals allowing identification
by the Police.14 Secondly, the processing of any personal data is guided by specific principles, which have
to be respected and applied on a case-by-case basis.15 The first principle is the lawfulness. Regarding this

Fabienne Ufert, ‘AI Regulation Through the Lens of Fundamental Rights: How Well Does the GDPR Address the Challenges Posed by AI?’ (2020) European Paper Insight 4.
5
Venice Commission of the Council of Europe, The Rule of Law Checklist (Council of Europe 2016) 11; Also see: Committee
of Ministers, 'The Council of Europe and the Rule of Law – an overview’ (2008) CM(2008)170 Council of Europe 5.
6
Grainne De Burca, ‘The Domestic Impact of the EU Charter of Fundamental Rights’ (2013) 49 Irish Jurist 49, 50.
7
Charter for Fundamental Rights of the European Union [2000] OJ C326/391 (Charter) art 8; See also Mistale Taylor, 'The
EU's human rights obligations in relation to its data protection laws with extraterritorial effect’ (2015) 5 International Data
Privacy Law 246, 247.
8
Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural
persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive
95/46/EC [2016] OJ L 119/1 (GDPR) rec 1.
9
Monique Mann and Marcus Smith, ‘Automated Facial Recognition Technology: Recent Developments and Approaches to
Oversight’ (2017) 40 UNSW Law Journal 121, 141.
10
Bayo O Omoyiola, ‘Overview of Biometric and Facial Recognition Techniques’ (2018) 20 IOSR-JCE 2278, 2279.
11
Ibid.
12
Desara Dushi, ‘The use of facial recognition technology in EU law enforcement: Fundamental rights implications’ (2020)
Global Campus South East Europe 6.
13
Jorge Valero, ‘Vestager: Facial recognition tech breaches EU data protection rules’ (Euractiv, 17 February 2020)
https://www.euractiv.com/section/digital/news/vestager-facial-recognition-tech-breaches-eu-data-protection-rules/ accessed
6 February 2021.
14
It should be underlined that the notion of personal data is broad and means “any information relating to an identified or
identifiable natural person”, see: GDPR (n 8) art 4(1). The face pictures made by the cameras are undeniably falling within the
scope of this definition, as the person can be easily identified through it. The definition of data processing is broad as well and
is defined as “any operation or set of operations which is performed on personal data” ibid art 4(2). Hence, the process of comparing by the AFR algorithm of collected face images with those in the database falls within the scope of this definition. See
also: FRA and others, Handbook on European data protection law (European Union 2018) 83, 98.
15
These principles, as per ibid art 5(1) and (2), are: 1. (a) Lawfulness, (b) Fairness and (c) Transparency 2. Purpose limitation 3.
Data Minimisation 4. Accuracy 5. Storage Limitation 6. Integrity and Confidentiality 6. Accountability. They should be
4

5

A PUBLICATION BY ELSA THE NETHERLANDS

ISSUE 1/21
Human Rights & AI

case, the police is dealing with specific categories of personal data,16 such as face images falling within the
definition of biometric data.17 Processing these types of data is in principle prohibited by the GDPR,
unless specific exceptions apply. The two relevant ones are explicit consent by the data subject or a threat
to substantial public interests.18 The European Commission has specified that the employment of the
AFR clearly lacks explicit consent19 while observing that its use can trigger the second exception. The EU
left this question to the national law of Member States.20 The application of this exception is nonetheless
subject to several requirements, including the principle of proportionality. This principle entails three
cumulative elements, namely suitability of the measure to achieve its goal, necessity and proportionality
stricto sensu.21 To answer the question of whether the AFR technology is compliant with this principle
requires a heavily context-dependent normative analysis and is connected with a specific usage of this
technology by the police. In the event that the AFR usage is deemed disproportionate, the public interest
exception would be inapplicable. This automatically renders the processing of special categories of data
by the police via the AFR unlawful.
Conclusion & Further Research
This article has clearly illustrated that the fundamental right to the protection of personal data is
threatened as the instalment of the AFR algorithm risks to not comply with the GDPR requirement of
data processing lawfulness. Nonetheless, this article cannot unequivocally conclude the illegality of the
AFR technology. Indeed, it can also bring significant benefits for the law enforcement agents, such as
assisting them in combatting human trafficking and other atrocious crimes.22
Having said this, it is clear that a proper balancing exercise and efficient substantive and procedural
safeguards are of outmost importance. This topic, however, falls outside of the scope of this article and
requires further academic research.

W
h
e
r
e
i

cumulatively respected; If the AFR usage at stake satisfies them all, there will be no violation of the right to data protection and
the police would thus be able to resort to this technology.
16
ibid art 9(1).
17
ibid art 4(14) clearly states that biometrical data include such data as “facial images”; See FRA and others (n 19) 96.
18
Stated in ibid art 9(2a) and (2g) respectively.
19
Valero (n 13).
20
ibid.
21
Venice Commission (n 5) 30; Joined Cases C-203/15 and C-698/15 Tele2 Sverige AB v Post-och telestyrelsen and Secretary of
State for the Home Department v Tom Watson and Others [2015] ECLI:EU:C:2016:572, Opinion of AG Saugmandsgaad ØE,
para. 3; See also: Joanna Długosz, 'The Principle of Proportionality in European Union Law as a Prerequisite for Penalization’
(2017) 7 Adam Mickiewicz University Law Review 283, 287.
22
Jake Parker, ‘Facial Recognition Success Stories Showcase Positive Use Cases of the Technology’ (SIA, 16 July 2020)
<www.securityindustry.org/2020/07/16/facial-recognition-success-stories-showcase-positive-use-cases-of-the-technology/>
accessed 20 January 2021; For general information on the topic, see: Elizabeth McClellan, ‘Facial Recognition Technology:
Balancing the Benefits and Concerns’ (2020) 15 Journal of Business & Technology Law 363, 372.
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Predictive Policing or How Can the Use of AI
by the Police Violate Human Rights
BY Simona Urbaničová
Artificial Intelligence is deployed in many areas of life and the
police is no exception to such phenomenon. As one of the tasks of the police is to fight crime, the use of
Simona Urbaničová
investigative tools that can “predict” crime is highly popular among law enforcement agencies. For several
years, the police have been experimenting with AI systems in order to receive automated predictions
about who will commit crime, when or where crime will occur.1 At the forefront of the experiment with

P
re
such practice, widely known as predictive policing, is the Netherlands.
So, what exactly is predictive policing? In highly technical terms, predictive policing can be defined
di to enable early identificaas “the application of analytical techniques across large datasets in an attempt
tion of potential crime problems.” Loosely speaking, the police deploy predictive policing systems which
are computer programs consisting of data and algorithmic models. Based
cton these data and algorithms,
predictive policing systems assess the risk and ultimately calculate risk scores representing the likelihood
that a certain person or a certain group of people will be a perpetrator or a victim of crime (known as
iv
person-based predictive policing), or alternatively, that a certain location will turn into a crime scene in
2

3

e
P
ol
ic
in
g

future (known as place-based predictive policing).4 Based on such automated predictions, the police then
take measures aiming at preventing or detecting the predicted crime by targeting the “high-risk” individuals/groups or areas/locations.
So far, predictive policing systems seem to be very useful tool for combatting crime and therefore,
keeping the society safe. Moreover, the methods used often seem as objective and neutral at first glance.
The question therefore is, can predictive policing actually or potentially lead to human rights violations?
And if so, how? The answer to the former question is very simple – yes, predictive policing can indeed
lead to human rights violations. Algorithmic models, based on which risk scores are generated, are shaped
and influenced by prejudices and stereotypes deeply rooted in our society. Computer systems may therefore generate higher risk scores for specific social groups producing discriminatory results. To give an
example, ethnic profiling is one form of discrimination, arguably the best known one, within the context
of predictive policing systems. As part of control or investigation activities, the police often use personal
characteristics such as skin colour, religion, nationality or ethnicity without any objective and reasonable

or
H
o
w

F. Z. Borgesius, Discrimination, Artificial Intelligence, and Algorithmic Decision-making (Directorate General of Democracy
of Council of Europe, 2018) 15.
2
A disturbing example of the use of predictive policing in the Netherlands is the Sensing project in the city of Roermond, for
more, see Amnesty International, We Sense Trouble: Automated Discrimination and Mass Surveillance in Predictive Policing
in the Netherlands (2020) 25ff.
3
Amnesty International, We Sense Trouble: Automated Discrimination and Mass Surveillance in Predictive Policing in the
Netherlands (2020) 8.
4
Amnesty International, We Sense Trouble: Automated Discrimination and Mass Surveillance in Predictive Policing in the
Netherlands (2020) 11.
1
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justification.5 In other words, the police take into account the above-mentioned personal attributes in
their decision-making in case a suspect description is missing. Ultimately, an individual or a group can be
discriminated against based on the respective attribute.
Within a period of a few years, the development of predictive policing systems was funded with millions of euros.6 However, there has been a major shift lately when it comes to an attitude towards predictive policing methods at the European Union level and the United Nations level. The European Commission has acknowledged and warned against the societal harm and serious human rights violations,
including discrimination, to which predictive policing systems lead.7
Undoubtedly, the use of predictive policing systems by police can result in discrimination. Not only
that already existing discrimination can be reproduced and even amplified. In addition to the right to
non-discirmination, the right to privacy and data protection, the principle of legal certainty, the presumption of innocence and many more (human) rights and legal principles are endangered as data and algorithms within the computer systems used for predictive policing are pumped into with prejudices, biases
and stereotypes.8 Artificial Intelligence, including the predictive policing systems used by police forces,
will discriminate and impose danger on human rights of many until we, the people, stop feeding AI systems with prejudices, biases and stereotypes.9

Definition established by Amnesty International, see Amnesty International, We Sense Trouble: Automated Discrimination
and Mass Surveillance in Predictive Policing in the Netherlands (2020) 22.
6
D. Leufer and F. Jansen, ‘The EU is funding dystopian Artificial Intelligence projects’ (Euractiv, 22 January 2020)
<https://www.euractiv.com/section/digital/opinion/the-eu-is-funding-dystopian-artificial-intelligence-projects/> accessed 22
April 2021.
7
Margrethe Vestager, the EU Commissioner for Competition, stated that “Immigrants and people belonging to certain ethnic
groups might be targeted by predictive policing techniques that direct all the attention of law enforcement to them,” see D.
Leufer and F. Jansen, ‘The EU is funding dystopian Artificial Intelligence projects’ (Euractiv, 22 January 2020)
<https://www.euractiv.com/section/digital/opinion/the-eu-is-funding-dystopian-artificial-intelligence-projects/> accessed 22
April 2021.
8
Despite all these risks, the development of AI systems in EU Member States is still moving forward at a rapid way, see F. Chiusi, S. Fischer, N. Kayser-Bril and M. Spielkamp (Eds.), Automating Society Report 2020 (AlgorithmWatch, October 2020).
9
For recommendations on how to mitigate the risks of discriminatory AI and on responsible development and use of AI systems by the (Dutch) police, see F. Dechesne, V. Dignum, L. Zardiashvili and J. Bieger, AI & Ethics at the Police: Towards Responsible use of Artificial Intelligence in the Dutch Police (White Paper of Leiden University Center for Law and Digital Technologies (eLaw) and TU Delft Institute of Design for Values, commissioned by the Dutch National Police, 22 March 2019);
for general recommendations on how to protect human rights against AI, see The Council of Europe Commissioner for Human Rights, Unboxing Artificial Intelligence: 10 Steps to Protect Human Rights (Council of Europe, May 2019).
5
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Where is my mind?
(And who has the right to it?)
During the last few decades, as neuroscience has been rapidly adBY Laura Kata Szegi
vancing, the idea of mind reading through technological tools has
made appearance in pop culture, one of the most well-known examples being the 2002 movie, Minority
BY Laura Kata Szegi
Report. We all have seen or at least heard about the successful Netflix show, Black Mirror as well. In the
episode titled ‘Crocodile’, the concept of an investigative technique that visualises memories of individuals
for another party to see is brought up, and even though the episode itself has been criticised for not exploring this angle more profoundly,1 the question obviously arises: Who has a right to our mind? Are
there any circumstances, for example, a criminal investigation, that allow for our thoughts and memories
to be monitored or retrieved by the authorities?
It is important to acknowledge that brain scanning technologies are not quite “there yet”. There is
no way to draw and print out the perfect image of what someone is dreaming about - although advances
are being made, and in some studies researchers were able to at least vaguely identify if the participant
was, for example, dreaming about a car.2 Nevertheless, it is still not possible to put a suspect into a futuristic machine and read their memories of the incident in question. However, as neuroscientist Jack Gallant has pointed out, it is worth starting to think about these issues so we can have a framework to work
in when the technology finally arrives.3 As is well known, the procedures of implementing laws - or fitting
a technology into an existing legal framework - works rather slowly, therefore the question of the legal
nature of our thoughts from a criminal procedural perspective deserves to be discussed.
One of the most well-known legal phrases, mostly thanks to crime dramas, is the right to remain
silent. Strongly connected to this is the privilege against self-incrimination or nemo tenetur. Article
14(3)(g) of the ICCPR, to which 173 specifically states that everyone should be entitled to “Not to be
compelled to testify against himself or to confess guilt”.4 Obviously, if the suspect does not want to incriminate himself, they have to have a right to remain silent. But what about your mind? Can you silence
your thoughts? Does the prosecution (of the average Western jurisdiction) have a right to look at the
images that were taken of your brain, if those images may contain information that you do not want to
share?

Wilkinson A, “Black Mirror's ‘Crocodile’ Plumbs Our Memories and Drags out What Lurks in Them” (VoxDecember 29,
2017) <https://www.vox.com/culture/2017/12/29/16808458/black-mirror-crocodile-recap-season-4-review> accessed April
14, 2021
2
Miller G, “Scientists Decode Dreams With Brain Scans” (WiredJune 4, 2017) <https://www.wired.com/2013/04/dreamdecoder/> accessed April 14, 2021
3
Miller G, “Scientists Can't Read Your Mind With Brain Scans (Yet)” (Wired) <https://www.wired.com/2014/04/brainscan-mind-reading/> accessed April 14, 2021
4
UN General Assembly, International Covenant on Civil and Political Rights, 16 December 1966, United Nations art.
14(3)(g)
1
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In its 1996 decision on Saunders v UK, the ECtHR stated that the privilege against self-incrimination “does not extend to the use in criminal proceedings of material which may be obtained from the
accused through the use of compulsory powers but which has an existence independent of the will of the
suspect such as, inter alia, documents acquired pursuant to a warrant, breath, blood and urine samples
and bodily tissue for the purpose of DNA testing.5 Simply put, the court decided that if a specific piece
of evidence, such as breath or DNA exists independently of the will of the suspect, then it can be obtained
and used against him during the trial. Therefore, how we define our thoughts from an evidentiary perspective is the main question to answer. For the purposes of this article, I will not examine this from a
philosophical perspective, although the question of free will and consciousness begs itself when trying to
find an answer to whether our thoughts exist independently from us. Rather, it is worth looking into
some comparisons. The aforementioned court decision also touches upon documents acquired through
a warrant. If we look at the images or files of the brain, or however the future technology will present
itself, then certainly the information on those documents, provided that they were obtained through a
warrant, is legitimate and usable evidence according to the standards set by the ECtHR. However, the
warrant themselves can only be obtained if the authorities are certain that such documents exist. However, it is safe to say that determining whether a certain piece of information in a person’s brain exists, is
barely ever certain.
Another similar, and already existing tool is the polygraph, commonly known as the lie detector test.
These tests have major similarities to the future brain scanning techniques in that they both intend to
gain information about something that exists “inside the head” of the person undergoing it. It is a widely
known fact that polygraphs are not fool proof however, therefore they are generally not admissible in
court in Western societies. Furthermore, and connecting it to the concept of nemo tenetur, in most European countries polygraphs are seen as tools which violate the right to remain silent, and therefore courts
have rejected its use, and policies have been enacted against it.6 It is hard to imagine therefore that brain
scanning technologies with more significant potential and accuracy would be seen by courts as the way
to go forward.
When measuring risks and gains, rights and wrongs, it is important to keep in mind that although
science is an amazing tool which can be used to help the criminal justice systems of our societies, at the
end of the day, the decision on guilt or innocence is in the hands of the judge or jury, not the neuroscientist.7 Therefore, instead of developing new legal approaches for the new waves of science to fit in, it might
be more desirable to use our existing frameworks and approaches, already containing doctrines of fundamental principles, for the new technologies.8 If that is the way forward, then based on the stand Europe

Saunders v. The United Kingdom, 43/1994/490/672, Council of Europe: European Court of Human Rights, 17 December
1996, para. 69
6
Meijer, Ewout H; van Koppen, Peter J (2017). <https://books.google.com/books?id=4VJBDgAAQBAJ&pg=PT62>. In
Canter, David; Žukauskiene, Rita (eds.). Psychology and Law : Bridging the Gap. Routledge. ISBN 9781351907873.
7
Kraft, C. J., & Giordano, J. (2017). Integrating Brain Science and Law: Neuroscientific Evidence and Legal Perspectives on
Protecting Individual Liberties. Frontiers in neuroscience, 11, 621. https://doi.org/10.3389/fnins.2017.00621
8
Ligthart, S., Douglas, T., Bublitz, C. et al. Forensic Brain-Reading and Mental Privacy in European Human Rights Law:
Foundations and Challenges. Neuroethics (2020). https://doi.org/10.1007/s12152-020-09438-4
5

BY Satwik Singh
BY

JOMO: 10
The

THE NETHERLAW
Human Rights & AI
took on the polygraph, we might never see the day these brain scan techniques enter the Court of Law.

JOMO: The Joy of Missing Out. The Mantra
Every Privacy Loving Individual Should Adopt
While Using Clubhouse!
In this article, I intend to analyse the privacy policy1 of the

BY Satwik Singh

Clubhouse app through the prism of the General Data Protection
Regulation (GDPR)2 and the E-Privacy directive (Directive).3 After completing
BY a course in Privacy and

Data Protection, it has become a hobby of mine to examine whether the privacy and cookie policies of
different websites are in consonance with the principles of GDPR and other privacy regulations/directives. The initial aim behind this exercise was to ascertain my own understanding of the subject more
than anything else; however, soon I found out a disturbing trend. The trend was that most websites’
privacy and cookie policies were not complying with either the spirit or the letter of the GDPR and the
Directive. It either means that even after some years of the GDPR now being in force the real understanding of the provisions and how to comply with them is still at a nascent stage or, the more disturbing
conclusion, that companies do not care enough about the personal data they process and are more interested in providing a mere lip service to the legislations and hopefully limit their liability.
The chatter about the huge privacy and cybersecurity risks about the new social media sensation
Clubhouse caught my attention. For the uninitiated, Clubhouse is the newest kid on the block of social
media and networking apps and has seen meteoric rise in its popularity and usage.
This combination of offering an exclusive access and a very unique audio-only usage drove this app
very high on the popularity list. I had no great expectations when I started reading Clubhouse’s Privacy
Policy; nonetheless, I have no hesitation in admitting that I was totally taken aback by the extent of noncompliance with the GDPR provisions. The subsequent section of the blog identifies the concerning
parts of the privacy policy along with my explanation of why the said part is contrary to the provisions of
the GDPR.
“By visiting Clubhouse's website(s) and all other products, services and applications made
available by Clubhouse from time to time (collectively, the "Services"), you acknowledge that
you accept the practices and policies outlined in this Privacy Policy. By using the Services, you
are consenting to have your personal data transferred to and processed in the United States.”
This is part of the first paragraph of the Privacy Policy of Clubhouse app and it immediately raises a
big red flag when seen in context of Data Processing under the GDPR and the E-Privacy Directive. Calling it just a big red flag is admittedly an understatement—this is because here the app has not only
The Privacy Policy of Clubhouse app can be accessed at <https://clubhouse.io/privacy/> accessed on 20 March 2021
The General Data Protection Regulation can be accessed at <https://gdpr-info.eu/> accessed on 20 March 2021
3
The E-Privacy Directive can be accessed at<https://eur-lex.europa.eu/legal-content/EN/ALL/?uri=CELEX%3A32002L0058> accessed on 20 March 2021
1
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managed to breach a single article of the GDPR but an entire Chapter. Chapter 5 of the GDPR clearly
deals with the various situations in which data can be processed or transferred outside the EU and in this
case the United States. Long story short, Articles 45, 46, 47 and 49 basically provide the framework of
how data can be transferred outside the territory of EU. The basic premise behind this chapter is that
data can be transferred outside the EU if and only if it is ascertained that the third country has an adequate
level of protection. The striking down of the EU-US Privacy shield in Schrems II is based on the adequacy
principle discussed in this Chapter. It is very interesting, albeit quite disturbing as well, to note that
Clubhouse manages to completely ignore everything present in Chapter 5 of the GDPR in the very first
paragraph of its privacy policy.
“Individuals from the European Union ("EU") may only use our Services after providing
your freely given, informed consent for Clubhouse to collect, transfer, store, and share your
Personal Data, as that term is defined in the EU's General Data Protection Regulation.”
In the very next paragraph, the Privacy Policy of Clubhouse seems to completely ignore the provisions of Article 5 (1) (b and c) of the GDPR which provide that specific and explicit purpose for which
the data is being processed needs to be mentioned and, in line with the principle of data minimisation,
only such amount of data should be processed which is required for the given purpose. From the wording, it is amply clear that the provision has been drafted vaguely on purpose—it is not clear for what end
the consent for processing of data is being collected. The character of the consent required for such processing is unclear because the consent is not being freely taken, the provision clearly stating that “individuals from the EU may only use services…”. A plethora of judgments exist on this issue wherein CJEU
has very strictly interpreted Article 7(4) of the GDPR to apply that consent is freely given only when the
provision of a service is not conditionally dependent on providing of consent. The reasoning behind such
contention is that if a service is being denied to users if they do not consent to the processing of their
personal data, such a consent cannot be taken to construe a “valid consent”. The Privacy Policy clearly
fails to take free consent for the processing of personal data.

“Certain information that is collected automatically, such as device ID, IP address and
phone number, and browsing information that is associated with a user will be treated as
Personal Information.”
Prima facie, the wording of the provision shows that Clubhouse unambiguously accepts that users
are subject to automatic collection and processing of personal data and as such, this clearly relates to the
application of Article 22(1)4 of the GDPR. The Privacy Policy, however, fails to acknowledge the right
of the data subject to choose to not subject himself or herself to this procedure of automatic processing.
In addition to the aforesaid, Clubhouse also accepts that data may be vulnerable to external attacks and
accepts no liability for any sort of happenings related thereof.
While Clubhouse may offer a very unique service and may be of use to new businesses by helping
them make establish their brand, the app is a “nightmare” in terms of privacy risks. Therefore, keeping in
mind the risks, it may be advisable to resist the fear of missing out and instead adopt the joy of missing

Article 22(1) of the GDPR reads as “The data subject shall have the right not to be subject to a decision based solely on automated processing, including profiling... or similarly significantly affects him or her".
4
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out when it comes to using Clubhouse, an app which prima facie has no concerns about protecting personal data or breaching GDPR principles!

Suing the algorithm
A brief overview on the eve of EU regulation of
AI
One of the emerging problems within the area of law and tech-

BY Lena Anna Kuklińska

nology is the lack of well-developed regulation of algorithms. The
question of who should be liable – the developer of the algorithm, its user
BYor the algorithm itself - finds

Suing the algorithm
Lena
effectively prevents humans from exercising full control over AI, liability cannot
be assigned to its develdifferent answers around the world. Some point out that holding the producers liable for machine decisions deters development and evolution1 and that ultimately, because of the black box paradigm which

opers or users.2 On the other hand, holding the algorithm liable has no clear legal foundation.
Anna claimants
Kulińska
Having experienced inconvenience, loss or maltreatment because of an algorithm,
often
choose to sue the operators based on product liability laws or negligence. For example, in medical cases,
it is prevalent to sue the practitioner, or their employer, without the consideration for the algorithm.3
Certainly, one might find national tort provisions which deal with the responsibility of a custodian of an
animal or a thing, which would very much fit into how the medical cases unveil. The problem with such
solution lies not only with determining whether the practitioner is the actual custodian but also whether
somebody who does not exercise full or effective control over the action of the algorithm could even
count as a custodian in the understanding of the law.4
The legal uncertainty is important to resolve seeing the emergence of cases which deal with this subject matter; an example being the AppDrivers & Couriers Union’s complaint filed with the Amsterdam’s

district court in 2020. In the case, British Uber drivers are suing the Dutch division of the company claiming its failure to oversee its algorithm and hence, unduly deactivating Uber drivers.5 The question which
will have to be answered is whether Uber had any chance to oversee the algorithm or whether it was a
purely automated decision.

Emiliano Marchisio, ‘In support of “no‐fault” civil liability rules for artificial intelligence’ (2021) 54 Springer Nature Journal
2-3, 19.
2
Yavar Bathaee, ‘The Artificial Intelligence Black Box and the Failure of intent and Causation’ (2018) 31 Harvard Journal of
Law & Technology 890, 938.
3
‘Legal liability for machine learning in healthcare’ (PHG Foundation) <https://www.phgfoundation.org/briefing/legal-liability-machine-learning-in-healthcare accessed 18 February 2021> accessed 18 February 2021.
4
Kirsten Thompson and Adam Allouba, ‘Canada: Use Of AI Algorithm Triggers Lawsuit And Countersuit’ (Mondaq, 19
Septemner 2019) <https://www.mondaq.com/canada/new-technology/837516/use-of-ai-algorithm-triggers-lawsuit-andcountersuit> accessed 18 February 2021.
5
Natasha Lomas, ‘ UK Uber drivers are taking the algorithm to court’ (TechCrunch, 20 July 2020)
<https://techcrunch.com/2020/07/20/uk-uber-drivers-are-taking-its-algorithm-to-court/> accessed 18 February 2021.
1
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In 2019, a case which was hoped to revolutionise the contemporary legal order entered the English
High Court. Tyndaris v VWM, primarily concerned with unfair and misleading behaviour of a contractor, was well suited and expected to answer wider questions related to AI liability. VWM, relying on
Tynadris’ investment algorithm, lost the estimated $22 million USD. The opportunity to create a precedent and officially clarify who is responsible for AI malfunction and consequential damage was lost when
the dispute was settled out of court.6
The question of whether we can frame AI and algorithms as responsible for their decisions remains
unanswered. In the Singaporean case B2C2 v. Quoine, it was stated that algorithms only take decisions
which they are programmed to take. This, however, has not been met with much support; mostly, because the reasoning behind such contention does not contribute to explaining why, while it is impossible
to code a machine for every single scenario, the machine is capable of performing universally. 7 The capability of AI to learn by itself ought to make us question whether we should not move beyond the understanding of technology that we cultivated in the past. There is no way of checking, most of the time,
how far this machine learning goes. And the question is whether this is necessary to know in order to
develop an effective system which would regulate the cases of algorithm violation. It might be that moving beyond the known framework, of civil liability, is needed in order to address something as novel and
complex as AI. It is inevitable to balance the rights of the concerned actors and to agree where we want
to place the limit on digitalisation. We should also consider, which we often forget whilst dwelling on
matters related to law and technology, the importance of prevention, accompanied by the standards of
due care and transparency. Finding out whom to hold liable is crucial but it is in the long-term interest
of law and development to find ways of ensuring fewer and fewer cases of infringement will emerge. I
highly encourage young lawyers of ELSA to unleash their creative and prospective thinking and to start
exploring the legal solutions to these pressing problem matters.

Regulating Gatekeepers: the Digital Markets
Act
Digitalization has fundamentally changed not only the market but

BY Sofia Ghezzi

altered our whole society. Many of these changes have benefited individuals: we are now able to comBY and choose among a
municate virtually with anyone around the world, make international transactions,

Regulating
Gatekeepers:
the
Digital
Markets

wider range of products.1 However, notwithstanding the many benefits that digital innovation has
brought, there are fears and concerns as loss of privacy, and abuse of dominance by a few online

Jeremy Khan, ‘Why do so few businesses see financial gains from using A.I.?’ (Fortune, 20 October 2020) <https://fortune.com/2020/10/20/why-do-so-few-businesses-see-financial-gains-from-using-a-i/> accessed 18 February 2021.
7
Ibid.
6

1

J Cremer, Y de Montjoyer & H Schweitzer, ‘Competition policy for the digital era’ (European Commission, 2019) p.12.
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platforms.2 Over the past decade, online platforms have established their presence as important economic
players in the market by increasing efficiency, spurring innovation, and developing new business models.3
Even though there are great benefits that come along with those platforms, it is them especially that raise
new issues relating to fairness, transparency, and market distortions.4
In light of the above-mentioned issues, the European Commission on the 15th of December 2020
has brought forward a proposal for a Regulation on contestable and fair markets in the digital sector
(hereinafter “the Digital Markets Act”).5 The proposal is now being discussed by the European Parliament and Council, following the ordinary legislative procedure,6 and together with the Digital Service
Act,7 it aims at creating a safer, more open and transparent digital space with European values at its centre.8 Both proposals are part of the European Digital Strategy9 and they represent a response to the accumulation of political, economic, and social power in the hand of big tech companies.
The Digital Markets Act
The Digital Markets Act introduces rules for platforms that act as gatekeepers in the digital sector. 10
Gatekeepers are few large platforms that serve as an important gateway for business users to reach their
customers.11 The risk is that gatekeepers may have the power to act as private rule-makers and to function
as bottlenecks between business and consumers. Having that power, their position often leads to unfair
practices, lack of contestability, higher prices, and inefficiencies. Thus, addressing those problems is extremely important for the legislators.
The Digital Markets Act is limited to a number of services defined as “core platform services.” 12 This
includes a) online intermediation services, as for example App Store, b) online search engines, c) social
networking, d) video sharing platform services, e) number-independent interpersonal electronic communication services, f) operating systems, g) cloud services, h) advertising services. 13 Moreover, as already
mentioned, the proposal would only apply to Gatekeepers,14 who are defined under article 3 as a provider
of core platform services who satisfy the following criteria: a) the provider has a strong economic position,
and significant impact on the internal market as active in multiple European countries, b) it has a strong
intermediate position and it links large users base with a large number of businesses, c) it has a durable

Ibid.
Commission Staff Working Document: Impact Assessment Report Digital Markets Act, SWD(2020), OJ 364 final, para 25.
4
Ibid para 26.
5
Commission Regulation Proposal Digital Markets Act on contestable and fair markets in the digital sector (“Digital Markets
Act”), COM(2020), OJ 842 final.
6
Article 294 Treaty of Functioning of the European Union (“TFEU”) OJ C 326.
7
Commission Regulation Proposal Digital Service Act on a single market for digital services and amending Directive
200/31/EC, COM(2020), OJ 825 final.
8
European Commission, ‘The Digital Service Act Package’ (European Commission website: policies), available at:
https://ec.europa.eu/info/strategy/priorities-2019-2024/europe-fit-digital-age/digital-markets-act-ensuring-fair-and-opendigital-markets_en#what-are-the-next-steps last accessed 28th March 2021.
9
European Commission, ‘The European Digital Strategy’ (European Commission website: strategy), available at:
https://ec.europa.eu/digital-single-market/en/content/european-digital-strategy last accessed 28th March 2021.
10
Commission Regulation Proposal Digital Markets Act on contestable and fair markets in the digital sector (“Digital Markets
Act”), COM(2020), OJ 842 final.
11
Ibid, p. 1.
12
Ibid, p. 1, Article 1(2).
13
Ibid Article 2(2).
14
Ibid Article 1(1).
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position on the market.15 The status of gatekeepers is determined on a case-by-case qualitative assessment,
and it carries a rebuttable presumption.16 Furthermore, gatekeepers, once defined, will carry extra responsibility to conduct themselves in a way that ensures a fair online environment for businesses and consumers, by a refrain from engaging in unfair conduct listed under Chapter III of the Digital Markets Act. In
case of non-compliance, gatekeepers risk a fine up to 10% of its worldwide turnover,17 and periodic penalties amounting up to 5% of their average daily turnover.18
Clearly, the proposal leads to a change in the control of the online environment.19 Numerous benefits following this act have been listed by the Commission: businesses who depend on gatekeepers will
have a fairer environment and they will not easily get exploit. Moreover, smaller platforms such as innovators and technology start-apps will have more opportunities to compete, and consumers will have more
choice. Lastly, gatekeepers will still have opportunities to innovate and offer new services, while being
limited only in regard to unfair practises.20 To this extent, the Commission has provided a list for dos and
don’ts on its website which can be useful to check.21
Social media
Notwithstanding the many benefits that digital innovation has brought, there are fears and concerns
as loss of privacy, and abuse of dominance by a few online platforms. At the center of those concerns,
gatekeepers need to be regulated, as new form of business model gaining more and more economic dominance on the market. For this reason, the European Commission has proposed a new regulation: The
Digital Markets Act, that aims at tackling gatekeepers and ensure a fair and open online market environment.

Ibid Article 2(1) and Article 3.
C Caraffa & F S Morton, ‘The European Commission Digital Markets Act: a translation’ (VOXEU website, 2021) available
at: https://voxeu.org/article/european-commission-digital-markets-act-translation last accessed 28th March 2021.
17
Article 26 DMA Commission Regulation Proposal Digital Markets Act on contestable and fair markets in the digital sector
(“Digital Markets Act”), COM(2020), OJ 842 final.
18
Ibid Article 27.
19
J de Pree, ‘Digital Services Act and Digital Markets Act: Commission flexes its muscles’ (De Brauw, Blackstone & Westbroek
website, 2020) available at: https://www.debrauw.com/legalarticles/digital-services-act-and-digital-markets-act-commissionflexes-its-muscles/ last accessed 28th March 2021.
20
European Commission, ‘The Digital Markets Act: ensuring fair and open digital markets’ ( European Commission website:
A Europe fit for the digital age) available at: https://ec.europa.eu/info/strategy/priorities-2019-2024/europe-fit-digitalage/digital-markets-act-ensuring-fair-and-open-digital-markets_en last accessed 28th March 2021.
21
See ibid.
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Big Tech actiever in de strijd tegen desinformatie
DOOR Janco van Kooi
Een aantal maanden geleden was de wereld in de ban van de verkiezingsstrijd tussen Donald Trump en Joe Biden. Naarmate de tijd vorderde, werd langzaam duidelijk
dat laatstgenoemde de strijd zou gaan winnen. Zoals wellicht verwacht, DOOR
gaf Trump zich niet direct ge1
wonnen. Hij sprak zich veelvuldig uit over een oneerlijke verkiezing. Trump beschuldigde de democraten namelijk van grootschalige stembusfraude.2 Deze beschuldiging werd door hem verder niet ondersteund door argumenten. In plaats daarvan twittert Trump er lustig op los. Dit jaar was er echter wel een
groot verschil te zien met de vorige Amerikaanse verkiezingen van vier jaar geleden. Veel van Trumps posts

Big Tech actiever in de
werden ofwel afgeschermd ofwel voorzien van een label dat aangaf dat de post van Trump misleidend
strijd tegen
was. Deze labels worden geplaatst bij berichten die in strijd zijn met Twitter’s en Facebook’s beleid omtrent verkiezingen. Desondanks heeft dit labelen een beperkte invloed op het bereik van deze berichten.
desinformaUit onderzoek blijkt dat de berichten die voorzien zijn van een dergelijk label ongeveer
8% minder gedeeld
3

4

worden. Dit is ook niet het doel van het labelen. Ze moeten namelijk de feitelijke informatie met betrekking tot het bericht weergeven. Wanneer Trump dus spreekt over stembusfraude, geeft het
label weer
dat
Janco
van
er wetten en regels zijn die het stemmen reguleren om zo de integriteit van de stemprocedure te waarbor-

tie

gen. In de labels wordt ook aangegeven dat stemmen per post, evenals de gebruikelijke stemmanieren,
zelden fraude kent.5 Facebook en Twitter hebben door middel van het labelen van onjuiste berichten
omtrent de verkiezingen een grote ommekeer gemaakt ten opzichte van vier jaar geleden. De grote vraag
is echter of dit wenselijk is.
Het labelen van berichten en het afschermen van accounts is namelijk een vorm van zelfregulering.
De overheid heeft (zover bekend) geen aanleiding gegeven om dergelijke berichten en accounts te labelen
of zelfs te blokkeren. Aan de andere kant is het natuurlijk ook niet wenselijk dat mensen alles geloven wat
ze lezen, zonder daarbij stil te staan en zichzelf af te vragen of hetgeen zij zojuist gelezen hebben wel echt
waar is. Daarnaast bestaat er ook het gevaar dat men in een fabeltjesfuik belandt, althans zo mooi verwoordt Arjen Lubach het. Algoritmes van social media-platforms zijn namelijk zo ingesteld dat wanneer
'Trump legt zich niet neer bij overwinning Biden, kondigt rechtszaak aan' (NOS, 7-11-2020) <https://nos.nl/collectie/13849/artikel/2355600-trump-legt-zich-niet-neer-bij-overwinning-biden-kondigt-rechtszaak-aan> accessed 17 May 2021
2
Lucas Waagmeester, 'Trump roept ‘fraude’, zijn tegenstanders zien een aanval op de democratie' (NOS, 21-102020) <https://nos.nl/collectie/13849/artikel/2353233-trump-roept-fraude-zijn-tegenstanders-zien-een-aanval-op-de-democratie> accessed 17 May 2021
3
'Facebook verwijdert bericht van Trump vanwege misinformatie over coronavirus' (NOS, 06-08-2020) <https://nos.nl/artikel/2343015-facebook-verwijdert-bericht-van-trump-vanwege-misinformatie-over-coronavirus> accessed 17 May 2021
4
Craig Silverman, 'Facebook Knows That Adding Labels To Trump’s False Claims Does Little To Stop Their
Spread' (BuzzfeedNews, 16-11-2020) <https://www.buzzfeednews.com/article/craigsilverman/facebook-labels-trump-lies-donot-stop-spread> accessed 17 May 2021
5
'Label bij twijfelachtig Facebook-bericht Trump gaat verspreiding niet tegen' (NUnl, 17-112020) <https://www.nu.nl/tech/6090926/label-bij-twijfelachtig-facebook-bericht-trump-gaat-verspreiding-niet-tegen.html> accessed 17 May 2021
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jij drie filmpjes over vissen bekijkt, het algoritme direct nog vijf filmpjes over vissen laat zien. Dit kan
ervoor zorgen dat wanneer de filmpjes niet gaan over vissen, maar over microchips in corona-vaccins, jij
wellicht gaat geloven dat er microchips geplaatst worden in corona-vaccins. In dit kader is het dus wellicht
wel wenselijk dat Facebook, Twitter en Instagram labels plaatsen met de boodschap: dit is misleidend,
pas op!
Deze mogelijke problematiek kent, naar mijn mening, geen goed of fout. Enerzijds is het van belang
dat mensen behoed worden voor informatie die hen kan misleiden of zelfs in iets kan laten geloven wat
totaal niet bestaat. Aan de andere kant is het van belang dat Big Tech niet nog meer macht krijgt dan het
nu al heeft. Facebook is al een wereldspeler op het gebied van technologie, maar mengt zich ook steeds
vaker in sociale of politieke discussies. Dat is enigszins ook wel logisch, aangezien Facebook een van de
grootste mediaverspreiders is ter wereld. Het is desondanks toch van belang dat bedrijven als Facebook
niet te veel zeggenschap hebben. Het blijven tenslotte gewoon particuliere bedrijven. Deze bedrijven zouden niet degenen moeten zijn die deze problematiek behandelen. Het zou wellicht een optie zijn om een
onafhankelijk instituut in te stellen die de juistheid van posts en de legitimiteit van accounts controleert.
Het is in ieder geval duidelijk dat deze taken niet op het bordje van Big Tech horen te liggen.
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